V> Australian Government

¢ Australian Taxation Office

myGovID Certificate Policy - User

myGovID system

OFFICIAL
EXTERNAL




Version control

Version Revision Summary of Change
Date
1.0 27/03/2019 Initial accredited document
1.1 17/03/2022 Review to align with myGovID Terms of use update
OFFICIAL EXTERNAL 2

VERSION 1.1 MARCH 2022



Contents

11
1.2
13
1.4
15
1.6

2.1
2.2
2.3
2.4

3.1
3.2
3.3
3.4

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12

Introduction

Overview

Document name and identification
PKI participants

Certificate usage

Policy administration

Definitions and acronyms

Publications and repository responsibilities
Repositories

Publication of certification information

Time or frequency of publication

Access controls on repositories

Identification and authentication

Naming

Initial identity validation

Identification and authentication for re-key requests

Identification and authentication for revocation requests

Certificate life-cycle operational requirements
Certificate application
Certificate application processing
Certificate issuance
Certificate acceptance
Key pair and certificate usage
Certificate renewal
Certificate re-key
Certificate modification
Certificate revocation and suspension
Certificate status services
End of subscription
Key escrow and recovery

Facility, management and operational oontrols

OFFICIAL EXTERNAL
VERSION 1.1 MARCH 2022

© © © © © 0 N N o o

ol
o o

o i
N N R O O

e ol e e e e i O o O =
W O 0O o o U DM DNWWWDNNRN

=
(0]



51
52
5.3
54
55
5.6
5.7
5.8

6
6.1

6.2 Private key protection and cryptographic module engineering

Physical controls

Procedural controls

Personnel controls

Audit logging procedures

Records archival

Key changeover

Compromise and disaster recovery
CA or RA termination

Technical security controls
Key Pair generation and installation

controls

6.3
6.4
6.5
6.6
6.7
6.8

7
7.1
7.2
7.3

8

8.1
8.2
8.3
8.4
8.5
8.6

9

9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8

Other aspects of key pair management
Activation data

Computer security controls

Life cycle technical controls

Network security controls
Time-stamping

Certificate, CRL and OCSP profiles
Certificate profile

CRL profile

OCSP profile

Compliance audits and other assessments
Frequency or circumstances of assessment
Identity/qualifications of assessor

Assessor's relationship to assessed entity
Topics covered by assessment

Actions taken as a result of deficiency
Communication of results

Other business and legal matters
Fees

Financial tesponsibility

Confidentiality of business information
Privacy of personal information
Intellectual property rights
Representations and warranties
Disclaimers of warranties

Limitations of liability

OFFICIAL EXTERNAL

32133528

19
19
19
19
19
19
19
19

19
19

20
21
22
22
22
22
22

22
22
24
24

24
24
25
25
25
25
25

25
25
26
26
26
27
27
28
28



OFFICIAL EXTERNAL

32133528

9.9

9.10
9.11
9.12
9.13
9.14
9.15
9.16
9.17

Indemnities
Term and termination
Individual notices and communications with participants
Amendments
Dispute resolution provisions
Governing Law
Compliance with applicable Law
Miscellaneous provisions
Other provisions

Appendix A: Certificate profiles, CRL profiles and formats

28
29
29
29
29
29
29
29
30

30



1 Introduction

This is the Certificate Policy (CP) for myGovID certificates that are issued to individuals for
personal and business use within the myGovID systems context.

This CP should be read in conjunction with:
o the myGovID Certification Practice Statement (CPS)
e the myGovID Terms of use - User

This CP identifies the rules to manage the ATO myGovID User certificates, including the
obligations of PKI (Public Key Infrastructure) entities and how they are used. It does not
describe how to implement these rules as that information is in the CPS or documents
referenced by the CPS. In general, the rules identify the minimum standards in terms of
performance, security and/or quality.

The headings in this CP follow the framework set out in the Internet Engineering Task Force
Request for Comment (RFC) 3647: Internet X.509 Public Key Infrastructure Certificate Policy
and Certification Practices Framework.

A document hierarchy applies within the documents governing this Public Key Infrastructure:

e The provisions of the Terms of use — User or other relevant contract override the
provisions of this CP.

e The provisions of this CP override the CPS.

e The provisions of the CPS govern any matter on which this CP is silent.

1.1 Overview

A myGovID User Certificate is issued to an individual who is establishing an identity with the
Commonwealth’s Digital Identity Provider, myGovID and is operated and managed by the
Australian Taxation Office (ATO).

Once the individual's identity is established the certificate is used as part of authenticating
their identity for authenticated access to participating organisations’ (Relying Parties) online
services via the myGovID system.

Not all Relying Parties, or transactions, within the identity federation will require the same
level of confidence in the digital identity. As such, Relying Parties will require varying levels
of confidence (accepted risk) in the digital identity based on the consequence of incorrectly
identifying a person in the provision of their services. Therefore, whilst the myGovID User
Certificate is provided to the individual after the user has validated their email during the
enrolment process it includes a Proof of Identity (POI) identifier that uniquely identifies the
User within myGovID systems. This POI, in combination with the certificate, enables the
myGovID system to establish the proof of identity required for the Identity Proofing (IP) level*
required by the Relying Party.

! For information on the respective Identity Proofing Levels refer to Trusted Digital Identity Framework (TDIF) Identity Proofing
Requirements https://www.dta.gov.au/our-projects/digital-identity/join-identity-federation/accreditation-and-onboarding/trusted-
digital-identity-framework).
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No authority, or privilege, applies to an individual that is issued a myGovID User Certificate,
other than confirming the person ‘owns’ the digital identity being presented; thereby enabling
the administrator of the resource/service to make access/authorisation decisions based on
their systems policies for the digital identity.

1.2 Document name and identification

This document is known as the myGovID Certificate Policy - User. It is identified by the
object identifier (OID) 1.2.36.1.9001.1.1.7.1, based on the following structure:

1 ISO code

2 Member Body
36 Australia

1 Government

9001 Whole of Government AUSId

1 Australian Taxation Office Root CA (RCA)
1 Australian Taxation Office Sub CA (CA)

7 User Certificate Policy

1 Version number

1.3  PKIl participants

1.3.1 Certification Authorities

The Certification Authorities (CAs) that issue certificates under the CP are Gatekeeper
accredited CAs subordinate to the ATO Root CA (ATO RCA).

1.3.2 Registration Authorities

The Registration Authorities (RAs) that perform the registration function under this CP are
Gatekeeper and TDIF accredited RAs. For further information, see the CPS.

1.3.3  Subscribers

A Subscriber is defined as follows:

> The entity (an individual person) whose unique myGovID system identifier appears within
the “Subject Distinguished Name” on the relevant Certificate.
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Subscribers in this context include any individual who has been approved as having a
requirement to be authenticated to the myGovID system and who has validated their email
address.

A Subscriber issued a certificate under this CP does not automatically receive access,
authority, or privilege to assets or systems owned or managed by the ATO or by other relying
party within the myGovID community of interest.

1.3.4 Relying Parties
See CPS.

1.3.5 Other participants
See CPS.

1.4  Certificate usage

Certificates issued under this CP, in conjunction with their associated Private Keys, assist a
Subscriber in authenticating themselves to a Relying Party within the myGovID community of
interest electronically in online transactions.

Because the Subscriber’s identity has not been verified when the certificate is issued to that
Subscriber (and only the email address has been verified), use of a certificate is necessary
(but is usually not sufficient on its own) to authenticate a user for the purposes of carrying out
a myGovID transaction.

The certificate is only one part of the Subscriber's myGovID credential. The other parts of of
that myGovID credential will depend on the level of identity proofing that the user has carried
out. Please refer to 3.2.3 (Authentication of Individual Identity).

1.4.1 Appropriate certificate sses

Certificates issued under this CP, in conjunction with their associated Private Keys, may be
used:

o For the authentication of the identity of a Subscriber, during the conduct of any lawful
business with that individual, as an individual associated with the myGovID system.

e To verify the integrity of a communication from a Subscriber to a myGovID Relying
Party.

1.4.2 Prohibited certificate uses

Any kind of unlawful or improper use of an myGovID User Certificate is prohibited. This
includes conducting transactions that are illegal or unethical.

The acceptance of a certificate by a Relying Party for anything other than an explicitly
approved purpose is at the Relying Party’s own risk. The ATO disclaims any and all liability in
such circumstances.



1.5  Policy administration

1.5.1 Organisation administering the document
See CPS.

1.5.2 Contact person
See CPS.

1.5.3  Person determining CPS suitability for the policy
See CPS.

1.5.4 CPS approval procedures
See CPS.

1.6  Definitions and acronyms

Acronyms and terms used in this CP are defined in the CPS. Note that the defined terms in
this CP appeatr in italics the first time they are used and otherwise are not identified in this
manner when appearing later throughout the CPS. Defined terms may be upper or lower
case.

2  Publications and repository
responsibilities

2.1 Repositories
See CPS.

2.2 Publication of certification information

The ATO publishes Subscriber certificates, the issuing CA certificate and the issuing CA’s
latest Certificate Revocation List (CRL) in its repository. This information is available to
Relying Parties internal and external to the ATO.

The ATO provides for Subscribers and Relying Parties the URL of a website that the ATO
uses to publish:

> this CP

> the CPS.
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2.3  Time or frequency of publication
Published documentation is updated on approved changes.

The issuing CA publishes new certificates and CRLs at least once every week.

2.4  Access controls on repositories
See CPS.

3 |dentification and authentication
3.1 Naming

3.1.1 Types of names
Every certificate issued under this CP:

> Must have a clear, distinguishable, and unique Distinguished Name (DN) in the certificate
subjectName field.

> Must have common name components of the name that are unique to the individual within
the myGovID system.

The DN is in the form of a X.501 printable string and is not blank.

3.1.2 Need for names to be meaningful

Names used to identify the Subscriber are to be based on the Subscriber’s Proof of Identity
(POQI) identifier and relate to identity of the Subscriber as provided by the myGovID Identity
System.

3.1.3 Anonymity or pseudonymity of Subscribers

No stipulation.

3.1.4 Rules for interpreting various name forms

No stipulation.

3.1.5 Uniqueness of names

Names are unique within the myGovID system. Names used in certificates are unique to the
individual’s record in the myGovID Identity System and valid for that individual irrespective of
their affiliation to the ATO. A name issued to an individual is permanent, even after the
Subscriber’s affiliation expires, and this CP prohibits the re-use of that name by another
individual as a Subscriber name.
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3.1.6 Recognition, authentication, and role of trademarks
See CPS.

3.2 Initial identity validation

3.2.1 Method to prove possession of private key
Starting the myGovID registration process for an Individual initiates the certificate issuance.

A soft token containing the key pair is generated for the individual on the device the first time
the user interacts with the myGovID system. To prove possession of the private key, a
digitally-signed certificate request is submitted to the RA.

3.2.2 Authentication of organisation identity

To be identified as affiliated with the myGovID system, the Subscriber must be registered in
the myGovID Identity Management Service. This identification is validated by aligning their
unique identifier during the enrolment process.

3.2.3 Authentication of individual identity

A myGovID User certificate is provided to the individual after the user has validated their
email during the initial stage of the enrolment process. This certificate includes a Proof of
Identity (POI) identifier that uniquely identifies the user within myGovID systems. This POI,
in combination with the certificate, enables the individual to authenticate to the myGovID
system to complete the enrolment process and prove their identity to the required level of
assurance.

Until the individual completes the enrolment they cannot be authenticated to Relying Parties
as the minimum Identity Proofing level currently within the identity federation is Identity
Proofing (IP) 2, which includes verification of TDIF approved commencement of identity or
photo identity documents and use in the community document(s).

See https://myGovID.com.au for further information regarding the authentication of
individuals.

3.2.4 Non-verified Subscriber information

All Subscriber information contained in a certificate is verified against the myGovID Identity
Management Service.

3.2.5 Validation of authority

Applicants must be registered as a user within the myGovID Identity Management Service for
validation.

3.2.6  Criteria for interoperation
See CPS.
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3.3 Identification and authentication for re-key
requests

3.3.1 Identification and authentication for routine re-key

No additional identification is required for routine re-key. Activation of a valid Private Key in
interaction with the myGovID system automatically generates a routine re-key, where
applicable.

3.3.2 Identification and authentication for re-key after
revocation

See section 3.2.

3.4 |dentification and authentication for
revocation requests

Certificates issued through the myGovID system are normally not revoked, unless
compromise occurs or it is required as a part of system maintenance.

If an associated device hosting a certificate is unregistered or revoked from the myGovID
system, then the certificate contained within will be revoked.

If a Subscriber knows or suspects that their device has been compromised, they must
contact ATO myGovID support immediately.

See section 4.9 in this CP and the CPS for more information on revocation.

4  Certificate life-cycle operational
requirements

4.1 Certificate application

4.1.1 Who can submit a certificate application

An individual who has submitted an application for a certificate within the myGovID system
and validated their email address will be issued a myGovID certificate.

Note this is usually not sufficient to participate in the myGovID system as a credential holder
who carries out transactions with myGovID relying parties. Usually, the Subscriber will be
required to carry out further identity proofing to gain a myGovID credential that allows them
to carry out transactions within the myGovID system. See 3.2.3 (Authentication of Individual
Identity).
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Once the applicant has instantiated the myGovID application on their device, and entered
their email address, the initial attempt at registration into the myGovID system initiates the
certificate application process. This process is automated.

4.2  Certificate application processing

4.2.1 Performing identification and authentication functions

See section 3.2.3.

4.2.2 Approval or rejection of certificate applications

All requests that meet the conditions of the Certificate Policy requirements will be approved
and passed to the RA; others are rejected.

The RA signs and forwards the certificate request to the CA. The CA only certifies certificate
requests that are signed by an approved RA.

4.2.3 Time to process certificate applications

No stipulation.

4.3 Certificate issuance

4.3.1 CA actions during certificate issuance
See CPS.

4.3.2 Notification to Subscriber by the CA of issuance of
certificate

The Subscriber registration process returns the issued certificate directly to the Subscriber’s
application storage on the device from which the Subscriber initiated the application. There is
no other notification.

4.4  Certificate acceptance

4.4.1 Conduct constituting certificate acceptance

The Subscriber is deemed to have accepted the certificate when they have exercised the
private key. This usually occurs when the Subscriber uses the myGovID application to initiate
their identity proofing checks.
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4.4.2 Publication of the certificate by the CA

The ATO CA publishes all certificates to its internal repository.

4.4.3 Notification of certificate issuance by the CA to other
entities

No stipulation.

4.5 Key pair and certificate usage

4.5.1 Subscriber private key and certificate usage

Subscriber private key and certificate usage is defined above in section 1.4. Subscriber
responsibilities are described below in section 9.6.3.

If the extended key usage extension is present and implies any limitation on the use of the
certificate and/or private key, the Subscriber must operate within those limitations.

4.5.2 Relying party public key and certificate usage

Section 1.4 and 1.3.4 detail the Relying Party’s public key and certificate usage and
responsibilities.

The interpretation and compliance with extended key usage attributes, and any associated
limitations on the use of the certificate and/or private key, is in accordance with RFC5280.

4.6 Certificate renewal

4.6.1 Circumstance for certificate renewal
This CP permits certificate renewal.

Cetificates are renewed automatically when the certificate is nearing expiry, when the user
authenticates with their myGovID credential.

4.6.2 Who may request renewal

See section 4.1.1.

4.6.3  Processing certificate renewal requests

The process for certificate renewal is consistent with the enrolment process defined in
section 4.1. The identification and authentication procedures must comply with section 3.3.
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4.6.4 Notification of new certificate issuance to Subscriber

See section 4.3.2.

4.6.5 Conduct constituting acceptance of a renewal certificate

See section 4.4.1.

4.6.6 Publication of the renewal certificate by the CA

See section 4.4.2.

4.6.7 Notification of certificate issuance by the CA to other
entities

No stipulation.

4.7  Certificate re-key

4.7.1 Circumstance for certificate re-key

Certificate re-key is the process of generating a new key pair and issuing a new certificate that
certifies a new public key. All myGovID User Certificate renewals include re-keying.

See CPS more information.

4.7.2 Who may request certification of a new public key
Certificate re-key can be requested by the:

> myGovID System Owner
> the Subscriber, as part of initiating the renewal process.

4.7.3  Processing certificate re-keying requests

The process for certificate re-key is consistent with the enrolment process defined in 4.1. The

identification and authentication procedures must comply with 3.3.

4.7.4 Notification of new certificate issuance to Subscriber

See section 4.3.2.

4.7.5 Conduct constituting acceptance of a re-keyed certificate

See section 4.4.1
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4.7.6  Publication of the re-keyed certificate by the CA

See section 4.2.2.

4.7.7 Notification of certificate issuance by the CA to other
entities

No stipulation.

4.8 Certificate modification

Certificate modification is not supported by the myGovID system. If a certificate needs to be
modified, it will be re-keyed.

4.9 Certificate revocation and suspension

4.9.1 Circumstances for revocation
See CPS.

4.9.2 Who may request revocation
See CPS.

4.9.3 Procedure for revocation request

Where used, revocation requests received by the ATO will be processed by the ATO PKI
Operators. These requests are to be verified on receipt in accordance with section 3.4 and
processed in priority order.

After verification the PKI Operator processes revocation requests by using the PKI software,
which captures an auditable record of the process. This usually involves having the RA
authenticate to the CA to submit the request.

After the certificate is revoked, the CA includes the applicable certificate (certificate serial
number) in the CRL that is signed by the CA and published in the repositories.

4.9.4 Revocation request grace period

A grace period of approximately one operational day from receipt of the revocation request is
permitted. Regardless of any grace period, revocation request submissions may be delayed
or expedited depending on priority, or at the discretion of the myGovID System Owner.

The myGovID System Owner, or an approved delegate, in exceptional circumstances (such
as a security or law enforcement investigation), may approve a delay in the submission of a
revocation request. An audit record of this approval is required, and must be submitted with
the revocation request upon expiry of the approved delay.
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4.9.5 Time within which CA must process the revocation
request

A CA shall process revocation requests for certificates issued under this CP promptly after
receipt (taking the grace period and action takening exceptional circumstances as provided
in section 4.9.5 into account).

4.9.6 Revocation checking requirement for relying parties

Before using a certificate the Relying Party should validate it against the CRL. It is the
Relying Party’s responsibility to determine their requirement for revocation checking,
ensuring the time period in which revocation can occur is taken into account.

Certificates issued under this CP are unsuitable for a Relying Party’s use if the revocation
checking conflicts with any provisions of isection 4.9.

4.9.7 CRLissuance frequency

CRL issuance frequency for certificates under this CP are published on each certificate
revocation or at intervals no longer than 24 hours if there are no updates.

4.9.8 Maximum latency for CRLs

The maximum latency between the generation and publication of CRLs is 3 days.

4.9.9 On-line revocation/status checking availability
This CP does not support OCSP.

The latest CRL is available from the published repositories; refer to section 2.1 and the
certificates CRL Distribution Point for further information.

4.9.10 On-line revocation checking requirements

No stipulation.

4.9.11 Other forms of revocation advertisements available
See CPS.

4.9.12 Special requirements for key compromise

No stipulation

4.9.13 Circumstances for suspension

This CP does not support certificate suspension.
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4.9.14 Who can request suspension

This CP does not support certificate suspension.

4.9.15 Procedure for suspension request

This CP does not support certificate suspension.

4.9.16 Limits on suspension period

This CP does not support certificate suspension.

4.10 Certificate status services
See CPS.

4.10.1 Operational characteristics
See CPS.

4.10.2 Service availability
See CPS.

4.10.3 Operational features
See CPS.

4.11 End of subscription

See CPS.

4.12 Key escrow and recovery

Escrow, backup, and archiving of private keys issued under this CP is not permitted. See the

CPS for escrow requirements as these relate to the CA.

5  Facility, management and
operational oontrols
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5.1

See CPS.

5.2

See CPS.

5.3

See CPS.

54

See CPS.

5.5

See CPS.

5.6

See CPS.

5.7

See CPS.

5.8

See CPS.

6
6.1

6.1.1

Subscriber keys are generated on the Subscriber’s device during the requesting process.

Physical controls

Procedural controls

Personnel controls

Audit logging procedures

Records archival

Key changeover

Compromise and disaster recovery

CA or RA termination

Technical security controls

Key Pair generation and installation

Key Pair generation

19



6.1.2 Private key delivery to Subscriber

The key generation is performed on the Subscriber’'s device and stored directly on the
Subscriber’s application local storage, no delivery is required.

6.1.3 Public key delivery to certificate issuer

The Subscriber’s public key is provided to the CA in a PKCS#10 certificate request file
signed with the corresponding private key.

6.1.4 CA public key delivery to relying parties
See CPS.

6.1.5 Key sizes
The key sizes under this CPS include:
> Subscriber key size = 2048 bit RSA (generated in software).

6.1.6  Public key parameters generation and quality checking
See CPS.

6.1.7 Key usage purposes (as per X.509 v3 Key Usage Field)
Subscriber key and certificate usage is defined above in section 1.4.

Subscriber certificates include key usage extension fields to specify the purposes for which
the keys may be used, and also to technically limit the functionality of the certificate when
used with X.509v3 compliant software. Reliance on key usage extension fields is dependent
on correct software implementations of the X.509v3 standard and is outside of the control of
the ATO PKI.

See Appendix A.

6.2 Private key protection and cryptographic
module engineering controls

6.2.1 Cryptographic module standards and controls

Subscriber keys are stored in the Subscriber’s device certificate store, protected by a
passphrase known only by the Subscriber.

6.2.2 Private key (N out of M) multi-person control

No stipulation.
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6.2.3 Private key escrow

Escrow of private keys issued under this CPS is not permitted.

6.2.4  Private key backup

No stipulation.

6.2.5 Private key archival

No stipulation.

6.2.6  Private key transfer into or from a cryptographic module

No stipulation.

6.2.7 Private key storage on cryptographic module

No stipulation.

6.2.8 Method of activating private key

To activate the private key, the Subscriber must provide a passphrase to the application
hosting the key pair, which is used to decrypt the private key and provide the Subscriber
access to it.

6.2.9 Method of deactivating a private key

The Subscriber’s private key will be deactivated when they complete the authentication
process with the myGovID system, or if they close the application.

6.2.10 Method of destroying a private key
The Subscriber’s private key will be destroyed if:

> the Subscriber deletes the application hosting the private key from their device
> the private key is re-keyed.

6.2.11 Cryptographic module rating

No stipulation.

6.3 Other aspects of key pair management

6.3.1 Public key archival
See CPS.
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6.3.2 Certificate operational periods and key pair usage
periods

The Subscriber certificate has a maximum validity period of 2 years to limit the key lifetime.

For further information, see CPS.

6.4  Activation data

6.4.1 Activation data generation and installation

No stipulation.

6.4.2 Activation data protection

All passphrases used to activate the private key are known only to the Subscriber.

6.4.3 Other aspects of activation data

No stipulation.

6.5 Computer security controls
See CPS.

6.6 Life cycle technical controls
See CPS.

6.7 Network security controls
See CPS.

6.8 Time-stamping

See CPS.

7  Certificate, CRL and OCSP profiles
7.1  Certificate profile

7.1.1  Version number(s)

All certificates are X.509 Version 3 certificates.
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7.1.2 Certificate extensions
See Appendix A.

7.1.3  Algorithm Object Identifiers
Certificates under this CP will use the following OIDs for signatures.

Certificates under this CP will use one of the following OIDs for identifying the algorithm for
which the subject key was generated:

Table 1 - Signature OIDs

sha256WithRSAEnNcrypt {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)

ion pkcs-1(1) 11}

Id-ecPublicKey {iso(1) member-body(2) us(840) ansi-x9-62(10045) public-
key-type (2) 1}

rsaEncryption {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkecs-1(1) 1}

Dhpublicnumber {iso(1) member-body(2) us(840) ansi-x942(10046) number-
type(2) 1}

Id- {loint-iso-ccitt(2) country(16) us(840) organization(1)

keyExchangeAlgorithm gov(101) dod(2) infosec(1) algorithms(1) 22}

CAs shall only certify public keys associated with the crypto-algorithms identified above, and
shall only use the signature crypto-algorithms described above to sign certificates, CRLS,
and any other PKI product, including other forms of revocations such as OCSP responses.

7.1.4 Name forms

The Subject Name component is based on the Subscriber’s POI ID and generated UUID and
defined as {CN = <POI ID>, dnQualifier = <UUID>, O = mygovid.gov.au, C = AU}. Itis
encoded as an X.501 printable string where possible, and using UTF-8 otherwise.

7.1.5 Name constraints

Name constraints are not present.

7.1.6 Certificate policy Object Identifier
Certificates issued under this policy shall assert this CP’s OID: {1.2.36.1.9001.1.1.7.1}

7.1.7 Usage of policy constraints extension

Policy constraints are not present.
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7.1.8 Policy qualifiers syntax and semantics

The only policy qualifiers that are permitted are the CPS Pointer qualifier and the User notice

qualifier.

The CPS Pointer, if used, shall contain a HTTP URI link to the Certification Practice
Statement (CPS) published by the CA, or to a webpage from which the CPS can then be
downloaded.

The User notice, if used, shall only contain the explicitText field.

7.1.9 Processing semantics for the critical certificate policies
extension

This CP does not require the certificate policies extension to be critical. Relying parties
whose client software does not process this extension do so at their own risk.

7.2  CRL profile

7.2.1  Version number(s)
CRLs issued shall be X.509 version 2 CRLs.

7.2.2 CRL and CRL entry extensions
See Appendix A.

7.3  OCSP profile

7.3.1  Version numbers

No stipulation.

7.3.2 OCSP extensions

No stipulation.

8 Compliance audits and other
assessments

8.1  Frequency or circumstances of assessment
See CPS.
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8.2 Identity/qualifications of assessor
See CPS.

8.3  Assessor's relationship to assessed entity
See CPS.

8.4  Topics covered by assessment
See CPS.

8.5 Actions taken as a result of deficiency
See CPS.

8.6 Communication of results
See CPS.

9  Other business and legal matters
9.1 Fees

9.1.1 Certificate issuance or renewal fees

No stipulation.

9.1.2 Certificate access fees

There is no fee for accessing Certificates from approved repositories.

9.1.3 Revocation or status information access fees

There is no fee for accessing the CRL from approved repositories.

9.1.4 Fees for other services
See CPS.

9.1.5 Refund policy
See CPS.
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9.2 Financial tesponsibility
See CPS.

In addition, certificates issued under this CP do not contain, or imply, an authority, access, or
privilege. Relying parties assume responsibility for any financial limit they wish to apply for
transactions authenticated using certificate issued under this CP.

9.2.1 Insurance coverage

No stipulation.

9.2.2 Other assets

No stipulation.

9.2.3 Insurance or warranty coverage for End-Entities

No stipulation.

9.3 Confidentiality of business information
See CPS.

9.4  Privacy of personal information

9.4.1 Privacy plan

The ATO PKI Privacy Notice conforms to the requirements of the Privacy Act 1988 (Cth)
(Privacy Act) and Information Privacy Act 2014 (ACT). The myGovID Privacy Policy is
available at https://mygovid.com.au.

To provide an audit and evidentiary trail of the verification process, and documentation
presented to confirm an individual’s identity, the ATO is required to collect Personal
Information (as defined in the Privacy Act 1988 (Cth)). The collection, use, and disclosure of
such information is governed by the Privacy Act 1988 (Cth) and the Information Privacy Act
2014 (ACT).

At enrolment, applicants agree to the terms and conditions of being given an account on the
myGovID system, acknowledging that the ATO may collect, use, or disclose personal
information about them, for the purposes discussed below.

9.4.2 Information treated as private

Personal information is not published in the digital Certificate and will be treated as private.
The ATO PKI relies on the Subscriber being provisioned an account within the myGovID
system. Refer to the myGovID Privacy Policy for further information.
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9.4.3 Information not deemed private
See CPS.

9.4.4 Responsibility to protect private information
See CPS.

9.4.5 Notice and consent to use private information

Refer to the myGovID Privacy Policy and Terms and Conditions at https://mygovid.gov.au.

9.4.6 Disclosure pursuant to judicial or administrative process
See CPS.

9.4.7 Other information disclosure circumstances

No stipulation.

9.5 Intellectual property rights

See CPS.

9.6 Representations and warranties
See CPS.

9.6.1 CArepresentations and warranties
See CPS.

9.6.2 RArepresentations and warranties
See CPS.

9.6.3 Subscriber representations and warranties

See the relevant CP.

9.6.4 Relying Party representations and warranties
See CPS.
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9.6.5 Representations and warranties of other participants

No stipulation.

9.7 Disclaimers of warranties
See CPS.

9.7.1 Gatekeeper accreditation disclaimer

The Gatekeeper Competent Authority is responsible for ensuring that the accreditation
process is conducted with due care and in accordance with published Gatekeeper criteria
and policies. The Gatekeeper Competent Authority is not liable for any errors and/or
omissions in the final Approved Documents, which remain the responsibility of the accredited
Service Provider. The Digital Transformation Agency is not responsible and cannot be held
liable for any loss of any kind in relation to the use of digital keys and certificates issued by a
Gatekeeper accredited Service Provider. By granting a Service Provider Gatekeeper
Accreditation the Digital Transformation Agency makes no representation and gives no
warranty as to the:

> accuracy of any statements or representations made in, or suitability of, the Approved
Documents of a Gatekeeper accredited Service Provider

> accuracy of any statement or representation made in, or suitability of, the documentation
of a Service Provider in a Gatekeeper recognised PKI domain

> standard or suitability of any services thereby provided by any Subscriber or Relying Party
or application.

9.8 Limitations of liability
See CPS.

In addition, the Gatekeeper Competent Authority is only responsible for performing the
accreditation process with due care, in adherence to published Gatekeeper criteria and
policies. The Digital Transformation Agency is not liable for any errors and/or omissions in
the final Approved Documents, which remain the responsibility of the myGovID System
Owner.

9.9 Indemnities
See CPS.
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9.10

Term and termination

9.10.1 Term

This CP and any amendments shall become effective upon publication in the Repository and
will remain in effect until the notice of their termination is communicated by the ATO PKI on
its web site or repository.

9.10.2 Termination

See CPS.

9.10.3

See CPS.

9.11

See CPS.

9.12

See CPS.

9.13

See CPS.

9.14

See CPS.

9.15

Effect of termination and survival

Individual notices and communications with
participants

Amendments

Dispute resolution provisions

Governing Law

Compliance with applicable Law

All parties to this CP must comply with all relevant:

> laws; and
> Subscriber and/or relying party agreements.

9.16

See CPS.

Miscellaneous provisions
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9.17 Other provisions

See CPS.

Appendix A: Certificate profiles, CRL
profiles and formats

myGovID User Certificate profile

Certificate Fields

Attribute

version

“2” to indicate X.509 version 3 certificates.

serialNumber

Unique identifier for each certificate, composed of
incremental positive integers.

signature

Algorithm identifier for the algorithm used by the CA to
sign the certificate: SHA-256 with RSA encryption.

issuer

Distinguished Name of the issuing CA:

Common Name = ATO Sub Certification Authority
OU = Certification Authority

Organisation = Australian Taxation Office
Country = AU

validity

2 years maximum (expressed as “From” and “To” dates)

subject

Distinguished Name of the certificate subject, in this
case the User associated with the private key.

CN = <POI ID>
dnQualifier = <UUID>
O = mygovid.gov.au
C=AU

subjectPublicKeyInfo

The public key and the public key algorithm (RSA 2048
with a SHA-256 digest).
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Certificate Extensions

Attribute

Key size 2048

keyUsage Defines “valid purposes”, such as encipherment or
[critical] signature, for the key contained in the certificate.

Settings are:
- Digital Signature

- Non-Repudiation
-Key Encipherment, Data Encipherment.

The values keyCertSign or crlSign are not allowed in
User Certificates. See section 4.4 above for more
information on valid usage of the single key pair.

certificatePolicies

CP information such as the OID and the URL where the
CPS is available:

[1]Certificate Policy:
Policy Identifier=1.2.36.1.9001.1.1.7.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=User Notice
Quialifier:

Notice Text=Use this certificate only for the
purpose permitted in the applicable Certificate Policy.
Limited liability applies - refer to the Certificate Policy.

[2]Certificate Policy:
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://pki.ato.gov.au/policy/ca.html

basicConstraints
[critical]

Indicates if the subject may act as a CA and should be
set to “False”.

pathLengthConstraint=None

cRLDistributionPoints

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://pki.ato.gov.au/crls/atosubca.crl
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extendedKeyUsage Defines additional valid purposes for the key contained
in the certificate:

clientAuthentication

authoritylnformationAccess [1]Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://pki.ato.gov.au/crls/atosubca.crt

CRL profile

See CPS.
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